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Introduction
Technological advancement has created an opportunity for criminals to engage in various crimes online. Revenge porn and online blackmail are some of the insidious crimes that are associated with technological advancement. Revenge porn is understood as the act of explicitly publishing images or photographs of one’s ex-partner or any other person online without their consent.
In most cases, such images or photographs are published online through social media. Despite the legal frameworks to help curb such incidences, the number of revenge porn cases or online blackmail has increased in recent years due to weak policies and legal landscape. Even though the legal aspect of the revenge porn has changed in the last years in the United States, the rising number of unauthorized disclosure of sexually explicit images and videos indicate that the laws are not effective enough and many children and teenagers continue to get victimized and coerced. This shows the necessity to think about the existing legal framework to provide more protection for the young generation from being exposed to this harmful practice.
Background
Existing Aspects of Revenge Porn Laws
Revenge porn crime falls under the invasion of privacy, which is provided under the Privacy Act of 1974. The Privacy Act of 1974 provides a legal framework which guides and governs the process of collecting, maintaining, using and disseminating information regarding other individuals. The act requires that the agencies or bodies responsible for collecting information to give advance notice to the people that their information is collected. The act also prohibits disclosure of information or content of the information without consultation or consent of the information providers. As Citron (2014) explains, technological change in the last decades has resulted in a serious breach to the Right to Privacy policies and legal framework. According to Citron (2014), most of the emerging privacy vulnerabilities are closely associated with technological advancements. 
Other policies that exist to curb online exploitation and invasion of privacy include the Video Voyeurism Prevention Act of 2004. According to Citron (2014), the Federal video Voyeurism Prevention Act of 2004 prohibits intentional capture of the image of a private area of another person without their consent. Several cases that violate this policy have been recorded, especially among youths and teenagers. As Citron (2014), Video Voyeurism Prevention Act of 2004 was enacted after a tenant, Stephanie Fuller complaint that her landlord was videotaping her through the smoke detector. There are several cases like this, and since then, the situation has even escalated. Therefore, there is a need to change the law and amend the weak areas of the existing laws to enhance the protection of the privacy rights of Americans. 
Criminalizing Revenge Porn 
Many states have criminalized porn revenge and online consensual online blackmail. Before 2013, only three states had policies and legal framework to deal with the issues of revenge porn in the United States. This has since changed since 2017 as many states adopted and enacted policies to help curb the harm associated with online blackmail and revenge porn. According to Franks (2017), by 2017 July, more than thirty-eight states in the U.S. including Washington D.C. had criminalized revenge porn. According to Citron and Frank (2014), society has a poor track record in addressing issues that concern the vulnerable groups like women and children. Many women and children fall victims of sexual assault, domestic violence, sexual harassment and other consensual harm, which can be prevented with proper policies. 
Deficiencies in the Law
The deficiencies in the existing law can be attributed to the rising non-consensual pornography among teenagers and children today. According to Citron and Frank (2014), the young generation today has become a target group of online sexual harassment because the society is unable to deal with the issues concerning such harms. The authors provide a case scenario where a young girl was sexually harassed by her boyfriend who took her photographs while naked and posted the images online without her consent (Citron & Frank, 2014). Jane, as she is referred to in Citron and Frank’s article is one of many young teenagers and children in the United States who is going through harmful experiences because the law is deficient and cannot protect them. 
Furthermore, deficiencies in the existing laws can be attributed to the increasing number of online stalking and physical violence in the country. According to Frank (2017), in 2014, more than a hundred female celebrities’ private accounts were hacked and their naked photos stolen by unknown people. Even though social media and other tech companies have been involved in the process of minimizing sexual harassment online, little has been done to reduce the case. Most of the young people today are busy online in social media and other social platforms where they provide their confidential information as well as expose themselves to harmful people online. The law needs to go deeper than just stating the policies but see to it that the legal frameworks are implemented. 
Adequacies in the Law
First, enhanced criminal laws prohibiting privacy invasions and violations of autonomy in the last recent years have improved the processes of eradicating porn revenge and online harassment. According to Frank (2017), the legal and social landscape had changed since 2015 when tech companies decided to join hands with the government to help in reducing the level of harm associated with technological advancement. In 2015, for instance, tech companies like Google and Facebook as well as Twitter and Microsoft implemented take-down procedures of pornographic images from their websites (Frank, 2017). In 2016, the federal government enacted the Intimate Privacy Protection Act, which comprised of numerous policies aimed at criminalizing non-consensual pornography (Frank, 2016).
Also, successful convictions in the past recent years show sufficiency of the existing laws to address revenge porn issues (Citron & Frank, 2014). For example, in December 2013, Kevin Bollaert, an operator of a revenge porn website was prosecuted and indicted for extortion and conspiracy. As a result, Bollaert was found to have violated State statues that criminalized porn revenge. 
Proposed Changes
First, there is a need to carefully and precisely draft better policies to help avoid conflicting concerns in the future. As Citron (2014) explains the law that exists needs to be updated again to help curb and combat privacy invasions associated with technological advancement. As technology advances, new features emerge which provide perpetrators with opportunities to exploit other individuals sexually. The law also needs to be updated. 
Secondly, the current laws should be amended to eliminate the uncertainties and conflicts; for instance, provide proof of harm. According to Citron and Frank (2014), one of the areas where the existing laws fail in is where the victims are left with the burden to provide proof that they have been sexually harassed or their privacy rights have been violated. The law should be fair, especially to vulnerable groups like children. 
Lastly, clear definitions of specific terms need to be provided in the law; for example, terms such as “disclosure,” “nude,” and “sexually explicit.” According to Citron and Frank (2014), revenge porn statutes must provide clear definitions of key terms for a clear understanding of the law. This will help the victims identify and become aware of their rights. Many people have been affected negatively when their naked pictures get to the public. Elaborating the law and key terms in it can help victims identify the legal options they have to protect their privacy and dignity.
Conclusion
The lawmakers have a great responsibility and expectation to ensure that their electorate and the citizens of their states are protected from any form of harm, especially harms associated with technological advancement. The policymakers can achieve this by providing their constituents with recourse for whenever online perpetrators seek revenge through non-consensual pornography. Therefore, as part of adopting proposals, both Federal and State governments should draft narrow statutes that prohibit non-consensual pornography to protect the vulnerable children and teenagers whose lives are upended by objects of pornography. Most of these efforts are indispensable to victims of online sexual harassment or porn revenge. As a result, doing so will help them get their dignity back because no one deserves to be objectified by another person.
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